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Abstract: This paper provides the discussion on the URSP provisioning when UE accesses an SNPN using CH credentials.
1
Introduction
In LS in S2-2200013 (C1-216294), CT1 ask the questions below when UE accesses an SNPN using Credentials Holder (CH) credentials.
· 1) Is PCF contained in CH domain?

· 2) If UE accesses an SNPN using credentials (i.e. PLMN subscription) from a CH which is a PLMN,

-
whether Common URSP or two URSPs is used ?

-
3) How a UE associates URSP signalled via a registered SNPN when the UE has registered to the SNPN using credentials from a CH which is a PLMN or an SNPN? 

The following clauses will address those above questions.
2
Discussion
2.1
5GS Architecture for CH domain
In clause 5.30.2.9.3, TS 23.501, when CH is a PLMN or an SNPN, the architecture shown in Figure 5.30.2.9.3-1 (captured below) applies. It contains only UDM, NRF and AUSF in CH domain for primary authentication and authorization of UEs accessing an SNPN using credentials from this CH. It also contains SEPP that is used for secure interaction between an SNPN and the CH over N32.

Furthermore, by definition in clause 3.1, TS 23.501, the purpose of a CH is as follows:

-
Credentials Holder: Entity which authenticates and authorizes access to an SNPN separate from the Credentials Holder.
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Figure 5.30.2.9.3-1: 5G System architecture with access to SNPN using credentials from Credentials Holder using AUSF and UDM

Therefore, a CH is only for the primary authentication and authorization of UEs accessing an SNPN using credentials from the CH. After a UE is successfully authenticated and authorized by the CH and the UE is successfully registered to the SNPN, the CH is no longer involved in any subsequent procedures.
Observation 1: A network when operating as a CH is used only for the primary authentication and authorization of UEs accessing an SNPN using this CH credentials. After the UE is successfully registered to the SNPN, the CH is no longer involved in any subsequent procedures.

The CH network, when operating as a CH, is purely operating as per Observation 1.
2.2
URSP provisioning scenarios
Current URSP provisioning is specified in clause 4.2.2.2, TS 24.526:

-
"The HPLMN may pre-configure the UE with URSP in the ME or in the USIM and the SNPN(s) may pre-configure the UE with URSP in the corresponding entry of the "list of subscriber data" stored in ME, or the HPLMN and the SNPN(s) may provide URSP to the UE by signalling as described in annex D of 3GPP TS 24.501 [11]."
The above maps to Use Case (a) and Use Case (b)
-
(a) UE may be pre-configured with URSP rules by the HPLMN or any ("home" i.e. subscribed) SNPN 

-
(b) UE may be provisioned with URSP rules by the HPLMN or any ("home" i.e. subscribed) SNPN

In the following, the term "Home Network" is used that refers to HPLMN or subscribed SNPN.

However, the current URSP provisioning (Use Cases (a) and (b)) does not consider the following scenario 

-
when UE is registered to an SNPN using credentials from a CH, what URSP rules can the UE use in this SNPN?
Observation 2: Current URSP provisioning does not consider the scenario when UE registers to an SNPN using CH credentials, i.e. whether and how URSP rules are indicated to the UE and how the UE can determine the the URSP rules applicable in this registered SNPN. 
To solve the above issue, Use Case (c) and Use Case (d) should be considered:

-
(c) UE may be pre-configured with URSP rules that can be used in the SNPN(s) accessed using CH credentials. The pre-configuration is done e.g. by the operator of the Home Network holding the credentials. 
-
(d) UE may be provisioned with URSP rules that can be used in the SNPN(s) accessed using CH credentials. The provisioning is done by the Home Network holding the credentials. 
In both cases (c) and (d) the UE is provided with explicit information that allows the UE to identify the URSP rules and their content that apply in the SNPN accessed using CH credentials. These URSP rules can but need not be the same as those applicable in the Home Network holding the credentials. 

In view of the above, and taking into account Observation 1, it is possible that:

-
A UE with a Home Network subscription is able to access an SNPN using its Home Network credentials (in which case, the Home Network acts only as a CH when the UE is accessing this SNPN). Use cases (c) and (d) allow the Home Network to (c) pre-configure the UE with URSP rules that can be used in this SNPN, or (d) provision the UE, when registered in Home Network, with URSP rules that can be used in this SNPN.

Furthermore, the following use case (i.e. Use Case (e)) should also be considered i.e. where the SNPN being accessed provides URSP rules to the UE valid in this SNPN:
-
(e) UE may be provisioned with URSP rules that can be used in the registered SNPN accessed using CH credentials . The provisioning is done by this registered SNPN.
Proposal 1: It is proposed to add Use Cases (c), (d) and (e) to URSP provisioning.
2.3
Precedence of URSP rules
As per the above Use Cases a UE registered in an SNPN accessed using CH credentials may hold URSP rules applicable in this SNPN that may have been pre-configured/provided by its Home Network or by this SNPN. 
With this in mind, some precedence rule for the URSP rules needs consideration. Two approaches can be considered:

1)
If any, only the URSP rules provided by this (registered) SNPN apply, otherwise URSP rules applicable in this SNPN obtained from the Home Network apply; or

2)
All URSP rules applicable in this SNPN apply. In case of conflict, URSP rules provided by this (registered) SNPN take precedence over any other conflicting URSP rules.

Approach 1 is preferred which is not only simpler than Approach 2 but also ensures the UE simply operates in accordance with the (latest) policies in effect in that network.
Proposal 2: For a UE registered in an SNPN accessed using CH credentials: only the URSP rules provisioned by this (registered) SNPN apply, if present. Otherwise only the URSP rules, applicable in this SNPN, provisioned by the Home Network holding the credentials apply, if present. Otherwise the URSP rules, applicable in this SNPN, pre-configured by the Home Network apply. 
3
Answers to Questions asked by CT1
1) Is PCF contained in CH domain?
Answer: No, a PCF is not contained in CH domain. A network when operating as a CH does not provide PCF functionality in any interaction with the network and UE with which it acts as a CH. Figure 5.30.2.9.3-1 of TS 23.501 is accurate.
2) If UE accesses an SNPN using credentials (i.e. PLMN subscription) from a CH which is a PLMN, 
-
whether Common URSP or two URSPs is used ?
Answer: For a UE accessing an SNPN using CH credentials, the URSP rules the UE can use in this SNPN can be

-
pre-configured by the network (HPLMN or SNPN) holding the credentials; or

-
provisioned by the network (HPLMN or SNPN) holding the credentials, when registered in this network; or

-
provisioned by the SNPN accessed using CH credentials, when registered in this SNPN.

In all these cases the UE must be provided with explicit information that allows the UE to identify the URSP rules (and their content) that apply in the SNPN accessed using CH credentials. These URSP rules can but need not be the same as those applicable in the network (HPLMN or SNPN) holding the credentials: this is a deployment choice.

Only the URSP rules provisioned by the SNPN accessed using CH credentials, if present, are used by the UE. Otherwise, the UE only uses the URSP rules, applicable in this SNPN, provisioned by the network (HPLMN or SNPN) holding the credentials, if present. Otherwise the UE uses the URSP rules, applicable in this SNPN, pre-configured by the network (HPLMN or SNPN), if present.
3) How a UE associates URSP signalled via a registered SNPN when the UE has registered to the SNPN using credentials from a CH which is a PLMN or an SNPN? 

Answers: In this case, and as per Use Case (e), the signalled URSP is associated to the registered SNPN.
4
Conclusions
Based on 
-
Observation 1: A network when operating as a CH is used only for the primary authentication and authorization of UEs accessing an SNPN using this CH credentials. After the UE is successfully registered to the SNPN, the CH is no longer involved in any subsequent procedures.
-
Observation 2: Current URSP provisioning does not consider the scenario when UE registers to an SNPN using CH credentials, i.e. whether and how URSP rules are indicated to the UE and how the UE can determine the the URSP rules applicable in this registered SNPN.
It proposes 
-
Proposal 1: It is proposed to add Use Cases (c), (d) and (e) to URSP provisioning.

-
Proposal 2: For a UE registered in an SNPN accessed using CH credentials: only the URSP rules provisioned by this (registered) SNPN apply, if present. Otherwise only the URSP rules, applicable in this SNPN, provisioned by the Home Network holding the credentials apply, if present. Otherwise the URSP rules, applicable in this SNPN, pre-configured by the Home Network apply.
Also, based on the above proposals, answers to the questions from CT1 are proposed (see draft LS in S2-2200402).
A CR to 23.503 is proposed in S2-2200401.[image: image2.png]
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